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An awareness guide to identifying phishing attempts and

building safer ways to handle suspicious messages.

Inside this guide

» Look for warning signs in unexpected messages and

requests.

Verify senders and links through independent, trusted
channels.

 Consider how to report suspicious activity and protect
accounts.

Who 1t may help

For individuals and small teams who want to improve everyday
awareness of phishing risks.

Putting the ideas to work

Use the practices as defensive habits and follow your
organization's current security procedures.

The ideas are starting points rather than one-size-fits-all
instructions. Adapt them to your goals, circumstances, and
available resources.
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